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%UK, England >> Doctorate in Business Administration >> British Institute of Economics and Political Science >> 2019 - 2021 >>Online

@ India, Pune >> Speaking English Course >> English Language Institute of Symbiosis (ELTIS) >> Jun-2019

i85 UM Malaysia, Pulau Pinang>> Postdoctoral Fellow>> Universiti Sains Malaysia (USM)>> 2022-2023

RESEARCH PROJECT EXPERIENCE
GRA position in NAV6, USM, Malaysia (2020-2022), Project Title: Studying Real Time Video Quality of Service (QoS) of USM Campus
Shuttle Bus Telematics System Under UMOBILE 5G/5G Network, Project Number: 304/PNAV/650958/U154.
Researcher position in NAV6, USM, Malaysia (May/2022-Augest/2022), Project Title: 5G-Enabled Vehicular Networks
I had worked as Postdoctoral Fellow position in NAV6, USM, Malaysia (Octo, 2022- Sep,2023), Project Title: Authentication and Privacy-
Preserving Scheme for 5G-Enabled Vehicular Fog Computing
I had worked as Researcher position in University of Ha'ill, Saudi Arabia (Dec, 2022-Sep,2023), Project Title: Lattice-Based Lightweight
Quantum Resistant Scheme in 5G-Enabled Vehicular Networks, Project Number: IFP-22 006.
I am working as Researcher position in University of Ha'il, Saudi Arabia (Dec, 2022-Present), Project Title: Blockchain-Based Secure Data
Sharing Among Vehicles for 5G-Enabled Vehicular Fog Computing, Project Number: IFP-22 168.
I had worked as Researcher position in University of Ha'ill, Saudi Arabia (Dec, 2022-Sep,2023), Project Title: Secure and Efficient
Authentication Scheme in Vehicular Ad Hoc Networks (VANETSs), Project Number: IFP-22 169. ‘
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PROFFESIONAL CERTIFICATES INDUSTRY EXPERIENCE

« Graduate On Time (GOT) o Worked Optical Fiber Technician (splicing and testing) (2013-2016)
e Splicing & OTDR assistant, Certified Professional Trainer (CPT), « Worked CISCO trainer in network center 2015

e Networking (CCNA (R&S), CCNP (R&S), MTCNA, MTCWE)

RESEARCH INTEREST PROFFESIONAL SKILLS

e Programming Languages (C#, C++, JAVA, Python, PHP, SQL)
VANET and IoT Security, Wireless Communication, « Simulators (OMNeT++ and SUMO)

Classical and Quantum Cryptography e LATEX and Overleaf

TOTAL NUMBER OF PUBLICATIONS

No. of Papers No. of Citations

Web of Science Indexed 49 477

Scopus Indexed 66 961

Google Scholar 77 1,607

ResearchGate 70 1,572

PEER REVIEW METRICS

(TOTAL NUMBER OF VERIFIED PEER REVIEWS:= 337)

33 Baghdad Science Journal

. . ) . ) 4  Information Security Journal
31 Recent Advances in Electrical & Electronic Engineering

4  The Open Transportation Journal
28 |EEE Access
4  Wireless Personal Communications

27 |EEE Internet of Things Journal
3 Applied Artificial Intelligence
25 Recent Patents on Engineering

17 Applied Sciences 3 Drones

17 Sensors 3  Intelligent Automation and Soft Computing (Autosoft Journal)

3 International Conference on Logistics

16 Electronics , . . . . o
3 International Iragi Conference on Engineering Technology and its Applications (IICETA)

14 Computer Systems Science and Engineering 3 International Journal of Image and Graphics

10 Peer-to-Peer Networking and Applications 3 International Scientific Conference

10 Recent Advances in Computer Science and Communications 3 PlosOne
9  Cybernetics and Systems 3 Symmetry
8 Telecommunication Systems 2 CoviD
2  Computer Communication Review

7  |IEEE Transactions on Intelligent Transportation Systems

Show more
6  Sustainability

5  Cluster Computing
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(TOTAL NUMBER OF PUBLISHED PPAPERS:=77

(TOTAL NUMBER OF WEB OF SCIENCE INDEXED =49

« Al Shareeda, M., Khdlil, A., & Fahs, W. (2018, November). Towards the optimization of road side unit placement using genetic algorithm. In 2018 International Arab Conference on
Information Technology (ACIT) (pp. 1-5). IEEE.

« Al Shareeda, M., Khdlil, A., & Fahs, W. (2019). Realistic heterogeneous genetic-based RSU placement solution for V2I networks. Int. Arab J. Inf. Technol., 16(3A), 540-547.

« Al-Shareeda, M. A., Anbar, M., Hasbullah, I. H., Manickam, S., & Hanshi, S. M. (2020). Efficient conditional privacy preservation with mutual authentication in vehicular ad hoc
networks. IEEE access, 8, 144957-144968.

« Al-Shareeda, M. A., Anbar, M., Manickam, S., & Yassin, A. A. (2020). Vppcs: Vanet-based privacy-preserving communication scheme. IEEE Access, 8, 150914-150928.

« Al-Shareeda, M. A., Anbar, M., Alazzawi, M. A., Manickam, S., & Al-Hiti, A. S. (2020). LSWBVM: A lightweight security without using batch verification method scheme for a
vehicle ad hoc network. IEEE access, 8, 170507-170518.

« Al-shareeda, M. A., Anbar, M., Hasbullah, I. H., Manickam, S., Abdullah, N., & Hamdi, M. M. (2020, September). Review of prevention schemes for replay attack in vehicular ad
hoc networks (vanets). In 2020 IEEE 3rd International Conference on Information Communication and Signal Processing (ICICSP) (pp. 394-398). IEEE.

« Al-shareeda, M. A,, Anbar, M., Manickam, S., & Hasbullah, I. H. (2020). An efficient identity-based conditional privacy-preserving authentication scheme for secure
communication in a vehicular ad hoc network. Symmetry, 12(10), 1687.

« Al-Shareeda, M. A., Anbar, M., Manickam, S., & Hasbullah, 1. H. (2021). Towards identity-based conditional privacy-preserving authentication scheme for vehicular ad hoc
networks. IEEE Access, 9, 113226-113238.

« Al-Shareeda, M. A,, Anbar, M., Manickam, S., Khalil, A., & Hasbullah, I. H. (2021). Security and privacy schemes in vehicular ad-hoc network with identity-based cryptography
approach: A survey. IEEE Access, 9, 121522-121531.

« Al-Shareeda, M. A., Anbar, M., Hasbullah, I. H., & Manickam, S. (2020). Survey of authentication and privacy schemes in vehicular ad hoc networks. IEEE Sensors Journal, 21(2),
2422-2433.

« Al-Shareeda, M. A,, Anbar, M., Manickam, S., & Hasbullah, I. H. (2021). Se-cppa: A secure and efficient conditional privacy-preserving authentication scheme in vehicular ad-hoc
networks. Sensors, 21(24), 8206.

« Al-Shareeda, M. A,, & Manickam, S. (2022). Msr-dos: Modular square root-based scheme to resist denial of service (dos) attacks in 5g-enabled vehicular networks. IEEE Access,
10, 120606-120615.

« Al-Shareeda, M. A., Anbar, M., Manickam, S., & Hasbullah, I. H. (2022). Password-guessing attack-aware authentication scheme based on chinese remainder theorem for 5g-
enabled vehicular networks. Applied Sciences, 12(3), 1383.

« Al-Shareeda, M. A., Anbar, M., Manickam, S., & Hasbullah, 1. H. (2022). A secure pseudonym-based conditional privacy-preservation authentication scheme in vehicular ad hoc
networks. Sensors, 22(5), 1696.

« Al-Shareeda, M. A,, Manickam, S., Mohammed, B. A., Al-Mekhlafi, Z. G., Qtaish, A., Alzahrani, A. J., ... & Almekhlafi, K. (2022). Chebyshev polynomial-based scheme for resisting
side-channel attacks in 5g-enabled vehicular networks. Applied Sciences, 12(12), 5939.

« Al-Shareeda, M. A,, Manickam, S., Mohammed, B. A., Al-Mekhlafi, Z. G., Qtaish, A., Alzahrani, A. J., ... & Almekhlafi, K. (2022). Cm-cppa: Chaotic map-based conditional privacy-
preserving authentication scheme in 5g-enabled vehicular networks. Sensors, 22(13), 5026.

« Al-Shareeda, M. A., & Manickam, S. (2022). Man-in-the-middle attacks in mobile ad hoc networks (MANETSs): Analysis and evaluation. Symmetry, 14(8), 1543.

« Al-Shareeda, M. A., Manickam, S., Mohammed, B. A., Al-Mekhlafi, Z. G., Qtaish, A., Alzahrani, A. J., ... & Almekhlafi, K. (2022). Provably secure with efficient data sharing scheme
for fifth-generation (5G)-enabled vehicular networks without road-side unit (RSU). Sustainability, 14(16), 9961.

« Al-Shareeda, M. A., Manickam, S., Laghari, S. A., & Jaisan, A. (2022). Replay-attack detection and prevention mechanism in industry 4.0 landscape for secure SECS/GEM
communications. Sustainability, 14(23), 15900.

« Al-Shareeda, M. A., & Manickam, S. (2022). COVID-19 vehicle based on an efficient mutual authentication scheme for 5G-enabled vehicular fog computing. International journal
of environmental research and public health, 19(23), 15618.

« Laghari, S. U. A., Manickam, S., Al-Ani, A. K., Al-Shareeda, M. A., & Karuppayah, S. (2023). ES-SECS/GEM: An efficient security mechanism for SECS/GEM communications. IEEE
Access, 11, 31813-31828.

- Mohammed, B. A., Al-Shareeda, M. A., Manickam, S., Al-Mekhlafi, Z. G., Alreshidi, A., Alazmi, M, ... & Alsaffar, M. (2023). FC-PA: fog computing-based pseudonym
authentication scheme in 5G-enabled vehicular networks. IEEE Access, 11, 18571-18581.

« Al-Shareeda, M. A,, & Manickam, S. (2023). A Systematic Literature Review on Security of Vehicular Ad-hoc Network (VANET) based on VEINS Framework. IEEE Access.

« Al-Mekhlafi, Z. G., Al-Shareeda, M. A., Manickam, S., Mohammed, B. A., & Qtaish, A. (2023). Lattice-based lightweight quantum resistant scheme in 5G-enabled vehicular
networks. Mathematics, 11(2), 399.

« Al-Mekhldofi, Z. G., Al-Shareeda, M. A., Manickam, S., Mohammed, B. A., Alreshidi, A., Alazmi, M., ... & Alsewari, A. (2023). Chebyshev polynomial-based fog computing scheme
supporting pseudonym revocation for 5G-enabled vehicular networks. Electronics, 12(4), 872.

« Hou, P.S., Fadzil, L. M., Manickam, S., & Al-Shareeda, M. A. (2023). Vector Autoregression Model-Based Forecasting of Reference Evapotranspiration in Malaysia. Sustainability,
15(4), 3675.

« Mohammed, B. A., Al-Shareeda, M. A., Manickam, S., Al-Mekhlafi, Z. G., Alayba, A. M., & Sallam, A. A. (2023). ANAA-Fog: A Novel Anonymous Authentication Scheme for 5G-
Enabled Vehicular Fog Computing. Mathematics, 11(6), 1446.

« Al-Mekhlafi, Z. G., Al-Shareeda, M. A., Manickam, S., Mohammed, B. A., Alreshidi, A., Alazmi, M., ... & Rassem, T. H. (2023). Efficient authentication scheme for 5G-enabled
vehicular networks using fog computing. Sensors, 23(7), 3543.

« Almazroi, A. A., Aldhahri, E. A., Al-Shareeda, M. A., & Manickam, S. (2023). ECA-VFog: An efficient certificateless authentication scheme for 5G-assisted vehicular fog
computing. Plos one, 18(6), e0287291.
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(TOTAL NUMBER OF SCOPUS INDEXED:= 11 )

« Mahmood, A. (2020). NE-CPPA: A new and efficient conditional privacy-preserving authentication scheme for vehicular ad hoc networks (VANETs). Appl. Math, 14(6), 1-10.

« Hamdi, M. M., Audah, L., Rashid, S. A., & Al Shareeda, M. (2020). Techniques of Early Incident Detection and Traffic Monitoring Centre in VANETs: A Review. J. Commun., 15(12),
896-904.

« Al-shareeda, M. M. A, Anbar, M., Alazzawi, M. A., Manickam, S., & Hasbullah, I. H. (2020). Security schemes based conditional privacy-preserving in vehicular ad hoc networks.
Indonesian Journal of Electrical Engineering and Computer Science, 21(1).

« Al-Shareeda, M. A., Manickam, S., Saare, M. A., & Omar, N. B. (2023). SADetection: Security Mechanisms to Detect SLAAC Attack in IPvé Link-Local Network. Informaticaq,
46(9).

« Alattas, A. H. A., Al-Shareeda, M. A., Manickam, S., & Saare, M. A. (2023). Enhancement of NTSA secure communication with one-time pad (OTP) in IoT. Informatica, 47(1).

. Al-Shareeda, M. A., Manickam, S., Saare, M. A., & Arjuman, N. C. (2023). Proposed security mechanism for preventing fake router advertisement attack in IPvé link-local
network. Indones. J. Electr. Eng. Comput. Sci, 29, 518-526.

« Al-Shareeda, M. A., Manickam, S., & Ali, M. (2023). DDoS attacks detection using machine learning and deep learning techniques: Analysis and comparison. Bulletin of Electrical
Engineering and Informatics, 12(2), 930-939.

« Al-Shareeda, M. A,, Saare, M. A., & Manickam, S. (2023). Unmanned aerial vehicle: a review and future directions. Indonesian Journal of Electrical Engineering and Computer
Science (IJEECS), 30(2), 778-786.

« Al-Shareeda, M. A,, Saare, M. A., Manickam, S., & Karuppayah, S. (2023). Validation of the toolkit for fake news awareness in social media. Indonesian Journal of Electrical
Engineering and Computer Science, 31(2), 1171-1181.

« Al-Shareeda, M. A,, Saare, M. A., Manickam, S., & Karuppayah, S. (2023). Bluetooth low energy for internet of things: review, challenges, and open issues. Indonesian Journal of
Electrical Engineering and Computer Science, 31(2), 1182-1189.

. Zijie, F., Al-Shareeda, M. A,, Saare, M. A,, Manickam, S., & Karuppayah, S. (2023). Wireless sensor networks in the internet of things: review, techniques, challenges, and future
directions. Indonesian Journal of Electrical Engineering and Computer Science, 31(2), 1190-1200.

(TOTAL NUMBER OF PROCEEDING CONFERENCE INDEXED=13 )

o Al-shareeda, M. A., Anbar, M., Hasbullah, I. H., Manickam, S., Abdullah, N., & Hamdi, M. M. (2020, September). Review of prevention schemes for replay attack in
vehicular ad hoc networks (vanets). In 2020 IEEE 3rd International Conference on Information Communication and Signal Processing (ICICSP) (pp. 394-398). IEEE.

e Hamdi, M. M., Mustafa, A. S., Mahd, H. F., Abood, M. S., Kumar, C., & Al-shareeda, M. A. (2020, November). Performance Analysis of QoS in MANET based on IEEE 802.11
b. In 2020 IEEE international conference for innovation in technology (INOCON) (pp. 1-5). IEEE.

o Alazzawi, M. A., Al-behadili, H. A., Srayyih Almalki, M. N., Challoob, A. L., & Al-shareeda, M. A. (2021). ID-PPA: Robust identity-based privacy-preserving authentication
scheme for a vehicular ad-hoc network. In Advances in Cyber Security: Second International Conference, ACeS 2020, Penang, Malaysia, December 8-9, 2020, Revised

Selected Papers 2 (pp. 80-94). Springer Singapore.

o Al-shareeda, M. A., Anbar, M., Manickam, S., Hasbullah, I. H., Khalil, A., Alazzawi, M. A., & Al-Hiti, A. S. (2021). Proposed efficient conditional privacy-preserving
authentication scheme for v2v and v2i communications based on elliptic curve cryptography in vehicular ad hoc networks. In Advances in Cyber Security: Second
International Conference, ACeS 2020, Penang, Malaysia, December 8-9, 2020, Revised Selected Papers 2 (pp. 588-603). Springer Singapore.

o Al-shareeda, M. A., Alazzawi, M. A., Anbar, M., Manickam, S., & Al-Ani, A. K. (2021, July). A comprehensive survey on vehicular ad hoc networks (vanets). In 2021
International Conference on Advanced Computer Applications (ACA) (pp. 156-160). IEEE.

o Al-Shareeda, M. A., Manickam, S., Saare, M. A., Karuppayah, S., & Alazzawi, M. A. (2022, August). A Brief Review of Advanced Monitoring Mechanisms in Peer-to-Peer
(P2P) Botnets. In 2022 8th International Conference on Contemporary Information Technology and Mathematics (ICCITM) (pp. 312-317). IEEE.

o Al-Shareeda, M. A., Manickam, S., Saare, M. A, Karuppayah, S., & Alazzawi, M. A. (2022, August). Detection Mechanisms for Peer-to-Peer Botnets: A Comparative Study.
In 2022 8th International Conference on Contemporary Information Technology and Mathematics (ICCITM) (pp. 267-272). IEEE.

o Al-Shareeda, M. A., Manickam, S., & Sari, S. A. (2022, November). A Survey of SQL Injection Attacks, Their Methods, and Prevention Techniques. In 2022 International
Conference on Data Science and Intelligent Computing (ICDSIC) (pp. 31-35). IEEE.

o Al-Shareeda, M. A., Manickam, S., & Saare, M. A. (2022, November). Intelligent Drone-based IoT Technology for Smart Agriculture System. In 2022 International
Conference on Data Science and Intelligent Computing (ICDSIC) (pp. 41-45). IEEE.

o Al-Shareeda, M. A., Manickam, S., Saare, M. A,, Sari, S. A., & Alazzawi, M. A. (2022, November). Intelligent Pizza Vending Machine Intelligence via Cloud and IoT. In 2022
Fifth College of Science International Conference of Recent Trends in Information Technology (CSCTIT) (pp. 25-30). IEEE.

o Al-Shareeda, M. A., Manickam, S., Saare, M. A,, Sari, S. A., & Alazzawi, M. A. (2022, November). Controlling Covid-19 with Internet of Thing (IoT) Technologies: A Review.
In 2022 Fifth College of Science International Conference of Recent Trends in Information Technology (CSCTIT) (pp. 6-11). IEEE.

o Al-Shareeda, M. A., Manickam, S., Saare, M. A., Omar, N. B., Sari, S. A., & Alazzawi, M. A. (2022, November). IPv6 Link-Local Network SLAAC Attack Detection
Mechanisms: A Review. In 2022 Fifth College of Science International Conference of Recent Trends in Information Technology (CSCTIT) (pp. 12-17). IEEE.

o Al-Hiti, A. S., Sahbudin, R. K., Harun, S. W., Obaid, A. N., Hamdi, M. M., & Al-Shareeda, M. A. (2023, June). Wireless Body Area Networks: Applications and Congestion
Control Technologies. In 2023 5th International Congress on Human-Computer Interaction, Optimization and Robotic Applications (HORA) (pp. 1-7). IEEE.
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This is to certify that
MAHMOOD ARIF LAFTA AL SHAREEDA

from the

National Advanced IPv6 Centre

has been accorded the
“GRADUATE ON TIME”
status for the study

commencing : 27 June 2019
and ending :28July 2022

for

DOCTOR OF PHILOSOPHY

------------------------------

PROFESSORDR.MAZLAN BIN ABDUL AZIZ
DEAN

INSTITUTE OF POSTGRADUATE STUDIES

UNIVERSITI SAINS MALAYSIA

21 February 2022

Mahmood Anf Lafiah Al-Shareeda

P=B I TR

Dhear Sar.,

LETTER OOF APPRECIATION

On behalf of Mational Advanced IPvh Cenire (MAvA), we would like to thank you for successfully
puhblishing ten {10} WoS-indexed papers (5 Q1 & 5 Q2 JCR journals) as the first author throughout your
candidature as a full-time student for the Doctorate program at NAvh.

Wi truly appreciate your efforts in publishing these papers. Wie are prowd to acknowledge that

you are the first PRI student to sucoessfully publish ten | 10) papers including five (5) papers

(300 & X2 ICR journak) in & year.

We look foreard 1o your comlmued contnbution 1o research and academia., as well as a
continued relatsomsinp with the centre and  unsversity.

Yours Fasthfully,

b

Dr. Mohammed Anbar
Semior Lecturer

Tel: +604=633 3006
Emanl: anbariusm.my

BN B y
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Postdoctoral Fellow Position
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&ras 2, Canselori B, Bangunan E42
Universiti Sains Malaysia
- 11300 LIEM Pul=s Pinang, Malaysiz
Owr Ref. - USM.225 Jid XV T - (6)0d £53 6527 [ 6525
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Date 1™ AUGUST 022

Cr. Mahmood Arif Lafta Al Shareeda
Desasiswa Bakti Permai H16
Universiti Sains Malaysia

11800, USM Penang. Malaysia

APPOINTMENT AS POST-DOCTORAL FELLOW

I am pleased o nform you that Universiti Sains Malaysia has agreed to your appointmient a5 a Post-
Cioctoral Fellow a5 prescribed below:

Suibject : o/ | New Appointment Re-Appointment

Honoramum : RM 5,500.00 per month

Financing Fund » PEDE Vot 28000)

Ciuration ; One (1) year commencing from the date you report for duty

Project Supenvisor o Assoc. Prof. Dr. Selvakumar Manickam

School ©  Maticnal Advanced |Pvi Centre

Fesearch Project Title . Authentication and privacy-presening scheme for 5G-enabled vehicular
fog computing

Key Performance . Post-Doctoral Fellow {PDF)

Indicator (KPP}

= Pubfish three (3) publication as First Author in 151 Web of Science
{science candidates) or Scopus (non-science candidates) throwghout
the appointment penod as a Fellow at USM; including

= At least two (2) publication in Q1/Q2 (based on JCR).

= You will not be required to assist in any Teaching and Leaming

Supervisor

= Fellow's Publication®Pls will be considered as additional KPls to the
existing KPls of the Supervisor as set by the University under the
criteria for perfformance appraisal of academic staff (M1 — Research
and Pubications]).

» Key Performance Indicator (KP1) s the mamn criteria for evaluation and
consideration for re-appointment applications {if any).

2 The above appointment shall be subjected to the University and Immigration Department of
Malaysia rubes and regulations as prescribed from time to time.
3. The appointment is also subjected to the following conditions:

{a) You are medically certified to be fit. You are required to underge a medical examinabon {on
your own expenses) and submit the report which s aftached herewith direct o Mational
Advanced |PwE Centre.

i) The necessary Employment Pass is approved and obtained from the Malaysia Immigration
Cepartment. Please fll in the necessary forms and retum to this office as soon as possible.
FPlease take note that all expenses regarding working permitivisa shall be bome by you.

Thank you.

‘fours sincersly,

Mﬁ— ]
H SA"ADON)
Senio istant Registrar

Research and Innovation Division

C.o Director
Mational Advanced IPvE Centre

Supendisor
Assoc. Prof. Dr. Selvakumar Manickam

Deputy Regisirar, Research and Innovation Division
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